05/01/08 MON 11:44 FAX 650 838 4350 



PERKINS COIE 



@003 



-OPOSED OFFICE ACTION RESPONSE— PLEASE DO NOT ENTER 
Amendments to the Claims! 

This listing of the claims will replace all prior versions, and listings, of claims in the 
application. 

Listing of Claims: 



24. (Currently amended) A method for caching secure content In a Secure Reverse 
Proxy ("SRP") in a secure network, comprising: 

coupling at least one SRP among at least one web browser and at least one web 
sen/er wherein the at least one SRP receives from the at least one web browser 
requests for establishing a first secure session; 

establishing the first secure session using a first secure session protocol 
between the at least one SRP and the at least one web browser, wherein the at least 
one web browser sends an encrypted request for content to the at least one SRP; 

decrypting the encrypted request for content from the at least one web browser 
at the at least one SRP using the first secure session protocol, wherein the at least one 
SRP determines that the at least one SRP does not possess the requested content; 

establishing a second secure session using a second securo session protocol 
between the at least one SRP and the at least one web server, wherein the second 
secure session is maintained; 

encrypting the request for content from the at least one web browser using the 
second secure session protocol; 

sending the encrypted request for content to the at least one web server using 
the second secure session; 

receiving the requested content from the at least one web server at the at least 
one SRP using the second secure session; 
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decrypting the requested content using the second secure session protocol; 

encrypting said the requested content using the first secure session protocol for 
sending, using the first secure session, to the at least one web browser from the at 
least one SRP in response to the encrypted request for content from the at least one 
web browser 

determining if the requested content is a static content; 

encrypting the requested content, if the requested content is the static content, 
using a third secure session protocol for storing the encrypted requested content localty 
in a memory at the at least one SRP, wherein the third secure session protocol is 
known only to the at least one SRP; 

decrypting the encrypted static content from the memory at the at least one SRP 
upon subsequent requests for the static content; and 

sending the static content to the at least one web browser. 



Claim 25 (Canceled) 

26. (Original) The method of claim 24, wherein storing includes using non-volatile 
media. 



27. (Original) The method of claim 24, wherein coupling includes establishing a 
dedicated secure line between the SRP and the web server 



28. (Original) The method of claim 24, wherein coupling includes collocating the web 
server and the SRP. 



29. (Original) The method of claim 24, wherein content includes an HTTP page. 
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30. (Original) The method of claim 24, wherein the first secure session Includes 
Transport Layer Security protocol. 



31 . (Original) The method of claim 24, wherein the second secure session includes 
Transport Layer Security protocol. 



32. (Original) The method of claim 24, wherein the first secure session includes 
Secure Socket Layer protocol. 



33. (Original) The method of claim 24, wherein the second secure session Includes 
Secure Socket Layer protocol. 



34. (Original) The method of claim 24, wherein the first secure session Includes 
Internet Protocol Secure ("IPSec") techniques. 

35. (Original) The method of claim 24, wherein the second secure session Includes 
Internet Protocol Secure ("IPSec") techniques. 

36. (Previously presented) The method of claim 29, further comprising, before 
storing the HTTP page, encrypting the HTTP page. 

Claims 37-59 (Canceled) 



60. (Original) The method of claim 24, wherein the static content is a banner or a 
navigation button. 
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61 . (Cunrentiy Amended) A method for caching secure content over a network 
comprising: 

establishing a first secure session between a client and a proxy server using a 
first secure session protocol; 

encrypting a request for content at the client using the first secure session 
protocol; 

sending the encrypted request for content from the client to the proxy server 
using the first secure session; 

receiving the encrypted request for content at the proxy server using the first 
secure session; 

decrypting the encrypted request for content at the proxy server using the first 
secure session protocol; 

determining that the content Is not available at the proxy server; 

establishing a second secure session between the proxy server and a web 
server using a second secure session protocol; 

encrypting the request for content using the second secure session protocol at 
the proxy server; 

sending the encrypted request for content from the proxy server to the web 
server using the second secure session; 

receiving the encrypted request for content at the web server using the second 
secure session; 

decrypting the encrypted request for content at the web server using the second 
secure session protocol; 

encrypting the content at the web server using the second secure session 
protocol; 
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sending the encrypted content from the web server to the proxy server using the 
second secure session; 

receiving the encrypted content at the proxy server using the second secure 
session; 

decrypting the encrypted content at the proxy server using the second secure 
session protocol; 

determining if the content is a static content at the proxy server; 

encrypting the content, if the content is the static content, using a third secure 
session protocol at the proxy server for storing the static content locally in a memory at 
the proxy server, wherein the third secure session protocol is Icnown only to proxy 
server; 

encrypting the content at the proxy sen/er using the first secure session protocol; 

sending the encrypted content from the proxy server to the client using the first 
secure session; 

receiving the encrypted content at the client using the first secure session; 

decrypting the encrypted content at the client using the first secure session 
protocol; and 

decrypting the encrvpted static content at the proxy server using the third secure 
session protocol when an additional request for the static content is sent from the client 
to the proxy server, 

62. (Original) The method of claim 61 , wherein a plurality of clients are each securely 
connected to the proxy server via a plurality of differing secure session protocols and 
the proxy server is securely connected to the web server via the second secure session 
protocol in order to retrieve secure content requested by the plurality of clients that is 
not contained at the proxy server. 
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63. (Original) The method of claim 61 , wherein the static content is a banner or a 
navigation button. 

64. (Previously Presented) A method for caching secure content over a network 
comprising: 

establishing a first secure session between a client and a proxy server using a 
first secure session protocol; 

sending an encrypted request for content from the client to the proxy server 
using the first secure session; 

receiving the encrypted request for content at the proxy server using the first 
secure session; 

decrypting the encrypted request for content at the proxy server using the first 
secure session protocol; 

determining that a first part of the content is available at the proxy server and a 
second part is not available at the proxy server; 

establishing a seoond secure session between the proxy server and a web 
server using a second secure session protocol to retrieve the second part of the 
content; 

encrypting a second request for the second part of the content using the second 
securo session protocol at the proxy server; 

sending the encrypted second request for the second part of the content from 
the proxy server to the web server using the second secure session; 

receiving the encrypted second request for the second part of the content at the 
web server using the second secure session; 

decrypting the encrypted second request for the second part of the content at the 
web server using the second secure session protocol; 
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encrypting the second part of the content at the web server using the second 
secure session protocol; 

sending the encrypted second part of the content from the web server to the 
proxy server using the second secure session; 

receiving the encrypted second part of the content at the proxy server using the 
second secure session; 

decrypting the encrypted second part of the content at the proxy server using the 
second secure session protocol; 

detemiining if the second part of the content is a static content at the proxy 

server; 

encrypting the second part of the content, if the second part of the content is the 
static content, using a third secure session protocol at the proxy server for storing the 
static content locally in a memory at the proxy server, wherein the third secure session 
protocol is known only to proxy server, 

decrypting the first part of the content at the proxy server using the third session 
protocol; 

encrypting the first and second parts of the content at the proxy server using the 
first secure session protocol; 

sending the encrypted first and second parts of the content from the proxy server 
to the client using the first secure session; 

receiving the encrypted first and second parts of the content at the client using 
the first secure session; 

decrypting the encrypted second and first parts of the content at the client using 
the first secure session protocol; and 

decrypting the first and second parts of the content at the proxy server using the 
third secure session protocol when an additional request for the first and the seconds 
parts of the content is sent from the client to the proxy server. 
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65. (Original) The method of claim 64, wherein a plurality of clients are each securely 
connected to the proxy server via a plurality of differing secure session protocols and 
the proxy server Is securely connected to the web server via the second secure session 
protocol in order to retrieve secure content requested by the plurality of clients that is 
not contained at the proxy sen/er. 



66. (Original) The method of claim 64, wherein the static content is a banner or a 
navigation button. 



67. (Original) A method comprising: 

establishing a first secure session between a client and a secure reverse proxy 
(SRP), wherein the first secure session prevents intermediate storing of secure static 
content on a reverse proxy; 

receiving a request for content from the client at the SRP, wherein the requested 
content Is uncached at the SRP; 

establishing a second secure session between the SRP and a web server, 
wherein the second secure session prevents intermediate storing of secure static 
content on a reverse proxy; 

in response to the request for content: 

obtaining, by way of the second secure session, secure static content 
from the web server at the SRP; 

caching the secure static content at the SRP; 

sending, by way of the first secure session, the secure static content from 
the SRP to the client. 
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68. (Currently Amended) The method of claim 67, wherein said caching the secure 
Slitic content results In a reduced number of requests at the web server for encrypted 
content. 

69. (Original) The method of claim 67, wherein the first secure session Is a TLS 
session. 

70. (Original) The method of claim 67. wherein the second secure session is a TLS 
session. 
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